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Institutional Advancement Volunteer Data Sharing Guidelines
Effective Date: February 1, 2023

Purpose:
This document provides employees and volunteers of Temple University’s Office of 
Institutional Advancement with the guidelines around data sharing.  We are committed to 
following local, state, federal and international regulations and laws; the use of 
institutional data is within the context of business use and need in the pursuit of 
institutional goals. Volunteers will have access to institutional data that would be defined 
as a data classification of confidential or sensitive requiring appropriate measures to 
maintain security and privacy. 

Definitions:
Volunteer - Any person who is not a current Temple University employee or 
student worker who performs services for the University without promise, 
expectation or receipt of compensation and/or benefits for services rendered.

Sponsor/Host - Any Temple University employee who interacts with, supervises, 
chaperones, hosts or otherwise oversees a volunteer.

Statement:
Access to institutional data classified as confidential and/or sensitive, such as academic, 
demographic, donor, contact information, etc. is typically granted only to University 
staff. However, during instances when Institutional Advancement (“IA”) volunteer 
committees or individuals aid in outreach efforts, IA volunteers may be provided access, 
as outlined within this policy. Nothing in this document alters obligations set forth in any 
existing university policies.

IA volunteers are responsible for following the established guidelines regarding the 
appropriate use of institutional data with the goal of keeping institutional data secure and 
protecting the privacy of our constituents.

Procedures:
1. University Staff Responsibilities

University staff members who provide institutional data to IA volunteers hold certain
responsibilities, as follows:

Understand and follow the practices for Data Access Allowed and Data
Access Limitations as outlined below.
Sponsors/Hosts shall ensure IA volunteers with access to institutional data
have read these guidelines, and have read and signed the IA Volunteer
Confidentiality Agreement, providing a signed copy to the Associate Vice
President of Advancement Operations.



 

 

 Provide institutional data only through approved transport and encrypted 
methods when shared electronically.  

 Require volunteers to delete electronic files and shred printed documents once 
the volunteer’s outreach purpose has been fulfilled.  

 Immediately report any mishandling of standard volunteer practices to the 
Associate Vice President of Advancement Operations and to the University 
Chief Information Security Officer (CISO@temple.edu) 

 
2. IA Volunteer Responsibilities 

 

IA volunteers provided with access to institutional data hold certain responsibilities, 
as follows: 
 

 Read and follow the IA Volunteer Data Sharing Guidelines.  
 Read, sign, and follow the IA Volunteer Confidentiality Agreement.  
 Keep all institutional data private and only share with those who are 

authorized access to the institutional data 
 Only use approved transport and encryption methods when handling 

electronic data.  
 Protect printed data to ensure no unapproved access or use.  
 Protect additional personal information gathered by the volunteer.  
 Delete electronic files and shred printed data once the outreach role has been 

completed. 
 

3. Data Access Allowed 
 

IA volunteers may only be provided with limited data about past or current alumni 
and friends of the University. Permissible access may include but not limited to the 
following data elements: 

 Name  
 Street Address 
 Email Address 
 Telephone number(s)  
 Dates of attendance  

 Degree received  
 Awards received (e.g., Dean's 

List) 
 Major field of study 

 

If updated information is obtained in the course of the work, Institutional 
Advancement requests that volunteers send updates to the Sponsor/Host as soon as 
possible.  

 
 
 

4. Data Access Limitations  
 

IA volunteers will not have access to all institutional data held within Institutional 
Advancement’s systems. Alumni and friends can choose a variety of opt-out fields; 
therefore, not every record may appear in shared data.  
 
The following institutional data defined as confidential and/or sensitive may not be 
shared with volunteers:

 Date of Birth/Age 
 Race/Ethnicity 
 Gender 

 Marital Status 
 Military/Veteran Status  
 Donation Amounts  

 

 



 

 

Cross Reference: 
04.61.13 Visitor and Volunteer Policy and Procedures 
04.71.10 Data Usage, Governance and Integrity Policy 
03.20.11 Policy Regarding Confidentiality of Student Records 
Temple University Privacy Statement  

 


